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Critical Infrastructure

CISA assists the public and private sectors in managing risk to critical infrastructure.





Critical Infrastructure Landscape
 Aging and failing infrastructure.

 Catastrophic natural hazards have increased the frequency and intensity of natural 
disasters, which have adverse effects on physical critical infrastructure – such as 
transportation networks, telecommunication systems and energy infrastructure.

 The threat of terrorism and targeted violence remains elevated and is increasingly local – 
such as public gatherings and houses of worship.

 Nation-state actors are investing significantly in building world-class intrusion capabilities.

 The diversity, complexity, and sheer breadth of our nation’s physical infrastructure poses 
its own unique challenges.

 Most of our nation’s critical infrastructure is privately owned and operated. 



Critical Infrastructure Landscape
 Services upon which the American people depend, from drinkable water to electricity to 

gas at the pump, rely on the Internet and networked technologies.

 Critical infrastructure assets and systems have become highly interconnected and 
interdependent, both domestically and internationally, increasing the likelihood of 
cascading failures across multiple sectors.

 Increased digitization of the systems and processes that underpin the functioning of 
critical infrastructure amplify the risk for assets and systems’ exposure to heighten 
physical and cyber threats - from state-sponsored and non-state actors, as well as 
cybercriminals.

 Cyber and physical systems that were once distinct, have now become deeply interwoven. 
These systems are at the core of the critical services.



Critical Infrastructure Landscape
 The convergence of cyber-physical technologies and systems that deliver our critical 

functions means that single events can manifest in the loss or degradation of service 
across multiple industries. 

 New and emerging technologies are vital drivers of innovation and opportunity - they can 
also present unanticipated risks. 

 The impact of cyberattacks are costly - governments and owners and operators spend 
millions of dollars rectifying the damage caused to their assets, systems, and reputation. 

 A shifting geopolitical landscape has intensified national security concerns and has shown 
how targeting critical infrastructure can be a primary attack vector for weakening a 
country’s ability to protect itself, and its citizens.



TRANSPORTATION 
INFRASTRUCTURE LANDSCAPE



Transportation 
Systems Sector

Overview
The nation's transportation system quickly, 
safely, and securely moves people and goods 
through the country and overseas. 
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Transportation 
Systems Sector
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Interdependencies
The transportation sector has significant 
interdependencies with majority of other 
critical infrastructure sectors.



Transportation 
Systems Sector

 The growing interconnectivity of transportation infrastructure 
amplifies system interdependencies and impacts system 
resilience during disruption.

 Digital systems become more integrated into public transit, 
cybercriminals seek to exploit vulnerabilities.

 Transportation system operations are more holistically 
connected.

-Communications, billing, and logistics can now be 
integrated through single database systems.

-Tech advancements in GPS navigation, networks, and 
automated systems further enhance operations.

-With tools and data sources in one place - cybercriminals 
have a higher chance of disrupting a business’s supply 
chain in one targeted attack.

Challenges
Transportation sector interdependencies 
increase the risk of widespread disruptions due 
to failure. 



TRANSPORTATION 
INFRASTRUCTURE PROTECTION



Transportation Systems Protection

18

• Security of transportation systems is essential to prevent 
operational disruptions, ensure public safety, protect 
sensitive data, and for economic safeguards. 

• Cyberattacks can severely impact systems foundational to 
transportation services. 

• Physical systems that depends on a digital system can be 
sabotaged by a digital attack, thus expanding the attack 
surface.

• Cascading impacts of cyber incidents may cause widespread 
disruption.

• Resilience to an incident can be more effective with 
awareness, risk management, and mitigation resources.

• Resources are limited.  CISA has no-cost services to assist.



CYBERSECURITY



What is Cybersecurity?
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• The art of protecting networks, devices, and data from 
unauthorized access or criminal use and the practice 
of ensuring confidentiality, integrity, and availability of 
information. 

• The protection of computer systems and networks 
from attacks by malicious actors that may result in 
unauthorized information disclosure, theft of, or 
damage to hardware, software, or data...

Wherever there is technology, there needs to be cybersecurity.



Why Cybersecurity is Important?
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 Implementing cybersecurity best practices is 
important for individuals as well as 
organizations of all sizes to protect personal, 
financial and sensitive information.

 For both government and private entities, 
developing and implementing tailored 
cybersecurity plans and processes is key to 
protecting and maintaining business 
operations.



What are Cyber-Physical Systems?
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Cyber-physical systems are physical systems that 
rely on computing technologies for sensing, 
analysis, tracking, controls, connectivity, 
coordination, or communications. 



Why is Cyber-Physical Security Important?
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• The adoption and integration of Internet of Things (IoT) and 
Industrial Internet of Things (IIoT) devices have led to an 
increasingly interconnected mesh of cyber-physical systems, 
which expands the attack surface and increases cybersecurity 
challenges.

• Cyber and physical systems can be targeted separately or 
simultaneously, resulting in compromise to critical systems 
and/or infrastructure. Security leaders are known to still operate 
in silos, lacking a holistic view of security threats targeting their 
enterprise. 

• A successful cyber or physical attack on connected physical 
systems and networks can disrupt operations or even deny 
critical services to society.



What is a Cybersecurity Asset?
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• Technology

• People

• Information

• Facilities



Assets Support Operational Services

25An organization uses its assets to perform productive activities to provide operational 
services and accomplish its mission.

 People–Those who operate and monitor the service
 Information–Data associated with the service
 Technology–Systems and software that automate and support the service
 Facilities–Where the service is performed



Business Services
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A service is made up of operations and assets that perform one or more productive 
activities.



Why it Matters
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Disruption of assets
 

X



Why it Matters
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Disruption of assets leads to disruption of business operations

 

X

X X



Why it Matters
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Disruption of business operations can lead to mission failure

 

X

X X
X



RISK



What is Cybersecurity Risk?
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Threat 
 People, programs, hardware, or systems with the 

intent, capability, and opportunity to exploit 
vulnerabilities

Vulnerability
 A weakness in the information (IT) or operational 

(OT) technology infrastructure or any other aspect of 
an organization. 

Consequence
 Effect of an event, incident, or occurrence

Threat

ConsequenceVulnerability

RISK

Exposure/
Opportunity

Potential 
harm

Intent and 
capability

Cyber Risk: The likelihood that any specific threat will exploit a 
specific vulnerability that causes harm as a result of the 
unauthorized disclosure, modification, or destruction of 
information or loss of information or system availability.  





Cyber Threat Landscape

Key Concerns for 2025: 
• Nation-state sponsored cyber activity; particularly from China, Russia, Iran 

and their proxies
• Actors leveraging emerging Artificial Intelligence (AI) technologies to 

conduct cyberattacks

We are facing an evolving threat landscape from sophisticated nation-state sponsored actors, 
Foreign Terrorist Organizations (FTOs), Domestic Violent Extremists (DVEs), Homegrown 
Violent Extremists (HVEs), ideologically or financially motivated groups, and unattributed 
malicious cyber actors & activity. 



Russia – 
- Most comprehensive  
cyber ops program.
- Can compromise or  
remotely access and  
manipulate control  
systems, hardware and  
software across critical  
infrastructure.
- History of disruptive  
and destructive attacks;  
assertive even when  
detected.
- Robust information  
ops/influence program.

China 
- Able to gain access to  
networks without using  
advanced capabilities.
- Capable of cyber  
attacks that cause  
localized, temporary  
disruptive effects on  
critical infrastructure —  
such as disruption of a  
natural gas pipeline for 
days/weeks — in the 
US.

Iran 
- Cyber operations fully  
integrated into Tehran’s  
national security  
calculus.
- “Eye for an eye”  
approach in responding  
to cyber operations  
against its interests.
- Previously associated  
with high profile  
disruptive/destructive  
cyber attacks abroad.
- Uses social media  
platforms to target US  
and allied audiences.

N. Korea 

- Remains a cyber  
espionage threat; able  
to conduct disruptive,  
potentially destructive  
cyber attacks.
- Cyber operations have  
previously supported  
regime priorities.
   - Cyber crime.
   - Data deletion attack.
- Associated with 2017  
WannaCry ransomware  
attack; affected critical  
infrastructure sectors.



.Nation-State Targeting

Iranian nation-state sponsored actors will continue to target U.S. critical infrastructure in retaliation for U.S. support to 
Israel during conflict. Iran will use a range of opportunistic tactics, including exploiting publicly known software and 
hardware vulnerabilities, social engineering techniques, and publicly available cybersecurity tools. 

IRAN

Chinese nation-state sponsored actors are targeting U.S.–Communications, Energy, Transportation, and Water Systems–
critical infrastructure sectors to gain access into Information Technology (IT) systems enabling lateral movement onto 
operational technology (OT) assets. 

CHINA

Russian state-sponsored actors will seek to improve their ability to stealthily execute cyber operations and identify new 
vulnerabilities to leverage against U.S. critical infrastructure. Russian actors will likely continue to carry out disruptive cyber 
attacks against poorly protected Western critical infrastructure to weaken U.S. resolve in supporting Ukraine.

RUSSIA

North Korean state-sponsored actors will continue to target U.S. financial critical infrastructure–entities, individuals, 
venture capital firms, exchanges, and cryptocurrency-related entities–to finance Pyongyang’s strategic priorities; funding 
their military, weapons programs, future cyber operations and to reduce the impact of international sanctions. 

NORTH KOREA

Nation-state sponsored actors are very likely targeting U.S. critical infrastructure networks to pre-position for 
possible future disruptive or destructive cyber operations. 



Russian-Ukraine Geopolitical Tensions
Russian Cyber Capabilities and Background
• Highly sophisticated cyber operations programs (e.g., GRU, SVR)

• Compromises and manipulates control systems

• Targets the information technology and communications supply chain

• Conducts disruptive and destructive attacks, even when detected

• (2015) BlackEnergy Trojan against Ukraine energy infrastructure 

• (2016) CrashOverRide malware targeting ICS in Ukraine

• (2017) Petya and NotPetya targeted Ukraine, but spread globally

• (2018) HatMan/TRITON malware targeting Safety Instrumented Systems
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Ongoing China Cyber Activity / Volt Typhoon
• Volt Typhoon actors pre-position themselves—

using living off the land (LOTL) techniques for 

disruptive or destructive attacks against U.S. 

critical infrastructure.

• Targets include water, energy, and transportation.

• Volt Typhoon actors conduct extensive pre-

exploitation reconnaissance and dedicate 

ongoing resources to maintaining persistence.



Common Threat Actor TTPs
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Current and emerging operational resilience 
and cybersecurity threats to the business 
community. Common Tactics, Techniques, and 
Procedures (TTPs) include:  

• Ransomware
• Social Engineering
• Distributed Denial of Service (DDoS)

Compromise can disrupt services, operations, 
and expose sensitive data.



Ransomware is a type of malicious software designed to deny access to 
victims’ data or systems through encryption with a key only known by 
the malicious actor who deployed the malware. 
• Once encrypted, the ransomware directs the victim to pay the attacker, typically 

in the form of cryptocurrency. 

• Typically spreads through phishing emails or by users unknowingly visiting an 
infected website.

• Can severely impact business processes - unable to access data necessary to 
function. 

• Economic and reputational impacts of ransomware and data extortion have 
proven challenging and costly for organizations of all sizes throughout the initial 
disruption and, at times, extended recovery. 

• Recovery can be an arduous process and there is no guarantee the victim will 
receive access to their data or systems if the ransom is paid. 

Ransomware

39



One of the most prominent tactics cyber threat actors use to exploit network 
and system vulnerabilities is social engineering, the manipulation of users 
through human interaction and the formation of trust and confidence to 
compromise information or download files. 

• Common social engineering techniques involves the use of phishing, 
vishing, and smishing.
– Phishing uses email and/or malicious websites to solicit personal information or to 

trick individuals into downloading malicious software. 

– Vishing uses voice communication to convince a victim to share sensitive 
information. Advanced vishing incidents can take place completely over voice 
communications by exploiting Voice over Internet Protocol (VoIP) solutions and 
broadcasting services. VoIP easily allows caller identity to be spoofed. 

– Smishing uses SMS/text messages to send malicious links, email addresses, and 
phone numbers. 

Social Engineering

40



Denial of Service (DoS) Attack

41

– A DoS attack involves a single source used to 
overwhelm the target system with a flood of 
traffic or resource-consuming requests. 

– The malicious actor typically uses one 
computer or a small number of computers to 
generate the attack. 

– The goal of a DoS attack is to render the target 
system unavailable to its intended users and 
deny them access to resources or services.



Distributed Denial of Service (DDoS) Attack

42

– A DDoS attack involves multiple sources. Often, a multitude of compromised 
computers—known as botnets—are coordinated to launch the attack. 

– Each machine in the botnet sends a flood of traffic or requests to the target 
system simultaneously to amplify the follow-on impact. 

– Due to the distributed nature of a DDoS attack, defending targeted networks 
has increased difficulty compared to a DoS attack.

– Legitimate users are unable to access information systems, devices, or other 
network resources due to the actions of a malicious cyber threat actor. 

− Services affected may include email, websites, online accounts (e.g., banking), or 
other services that rely on the affected computer or network. 

− Disruption can lead to service outages, financial losses, and reputational 
damage.



WHAT YOU CAN DO



What You Can Do 

44

Resolve to be Resilient by preparing 
for and investing in resilience today, 
to withstand or recover quickly in 
the event of an incident tomorrow. 

Do the work up front to prepare for 
and adapt to changing risk 
conditions.
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Comprehensive Approach

 Evaluate existing systems and operations

• Processes

• Assets – people, technology, information, and facilities

 Relationships

 Dependencies

 Contracting

 Governance
 Planning



Enhance Incident Response Plans
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• Natural Disasters
• Floods, fires, tornados
• Warning
• Been there before 

• Cyberattacks – internal operations
• Plans
• Lessons learned
• Working on it

• Cyberattack – external operations
• Cascading impacts of a cyberattack on a critical dependency
• Community government, utility, and emergency services dependencies
• Assume available



Personnel Perspective
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What is essential to do your job?
– A set of activities that an organization carries out in 

the performance of a duty or in the production of a 
product that is so critical to the organization’s 
success. 

– Disruption would severely impact your ability to do 
your job or success in meeting the organization’s 
mission.

– Systems and services must be identified, prioritized, 
and communicated.

– Are a focus of protection and sustainment activities.



Assess Critical Services

48

Identify Critical Services
– A set of activities that an organization carries out in 

the performance of a duty or in the production of a 
product that is so critical to the organization’s 
success. 

– Its disruption would severely impact continued 
operations or success in meeting the organization’s 
mission.

– Supports the accomplishment of the organization’s 
strategic objectives

– Must be identified, prioritized, and communicated
– Are the focus of protection and sustainment activities



Assess Critical Services
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Determine Dependencies
– Critical Service dependencies

• Who owns the service? 

– What/Who are their dependencies?

– Their stakeholders – third-party providers, 
cyber incident response teams, etc.

• Contact information 

• Documentation



Assess Critical Services
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• External/Upstream dependencies
• Electricity
• Water
• Communication
• Vendors

• Internal dependencies
• Information services – websites, databases, etc.
• Financial systems
• Computer systems/networks
• Personnel



Assess Critical Services
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– External/Downstream Dependencies
• Other systems/operations

• Customers

• Legal/Regulatory

Determine the consequences of service loss 
or disruption.  Cyber incidents can have 
cascading effects. 

Prioritize and plan



Overall

52

What are your operational dependencies?
– Sector(s)?

What critical service is supported?

What if it isn’t available?

How does it impact your operations?
– Internally?

– Downstream?



Realize Impact of Compromise

53

Consequences of service loss or disruption.  Cyber incidents can have cascading effects. 
– Communications

– Public Safety

– HR Data

– Payroll

– Data dependency

– Shared information (vendors, customers, etc.)

– Financial

– Liability/Legal/Regulatory

What’s missing?



Key Actions
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• Assess existing cybersecurity posture.

• Set minimum viable delivery objectives for critical services, even in the face of adversity.

• Define minimum viable operating capabilities and minimum viable delivery objectives.

• Establish and measure leading indicators.

• Commit to radical transparency and stress testing. 

• Establish more ambitious performance goals to measure every critical service’s  ability to 
achieve and sustain those.



Let CISA Help



CISA Security Advisors
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Cyber Security Advisors (CSAs)

Protective Security Advisors 
(PSAs)



Cybersecurity
Advisors (CSA)
Providing direct coordination, outreach, 
and regional support and assistance in 
the protection of cyber components 
essential to the nation’s Critical 
Infrastructure.​

Overarching Mission:

Work proactively and collaboratively with Federal, State, Local, 
Tribal, and Territorial (FSLTT) government mission partners and 
members of the private sector stakeholder community to protect 
and build resiliency of the nation's critical infrastructure.

Key Duties/Tasks:

 Offer cybersecurity assistance to critical 
infrastructure owners and operators and FSLTT 
officials.

 Introduce organizations to various CISA 
cybersecurity products and services, along with other 
public and private resources.

 Act as liaisons to CISA cyber programs.
 Provide cyber preparedness assessments, TTXs, 

cyber protective resources, working group support, 
leadership, and partnership to enhance the 
development of  public-private cyber programs to 
build overall system resiliency.

 Coordinate cyber support in times of cyber threat, 
disruption, and/or attack.



CISA Cybersecurity 
Resources and Services
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CISA Cybersecurity Resources
No-Cost/Federally-Funded Cybersecurity Resources:
 Cybersecurity Assessments

 Cybersecurity Performance Goals (CPG)
 Ransomware Readiness Assessment (RRA)
 Cyber Infrastructure Survey (CIS)
 Cyber Resilience Essentials (CRE)
 External Dependencies Management (EDM)
 Incident Management Review (IMR)
 Cyber Resilience Review (CRR)

 Workshops
 Cyber Resilience Workshop (CRW)
 Asset Management Workshop (AMW)
 Incident Management Workshop (IMW)
 Vulnerability Management Workshop (VMW)
 Digital Forensics Workshop I & II (DFW)
 Cyber Exercise (CYX)

 Cyber Hygiene Services
 Vulnerability Scanning Service (CyHy)
 Web Application Scan (WAS)

TECHNICAL
(LOW-LEVEL)



• Connect with your Regional Cybersecurity Advisor 
• Sign up for Cyber Hygiene Services
• Cybersecurity Performance Goal Assessment
• Subscribe to News and Advisories from CISA

A Start

60
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Sign Up for Cyber 
Hygiene Services
 Cyber Hygiene services can assist in:

• Reducing risk to Internet-facing configurations and known vulnerabilities
• Avoiding surprises
• Sharpening responses
• Broadening security horizon 

 Cyber Hygiene Services include:
• Vulnerability Scanning 
• Web Application Scanning
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Cybersecurity 
Performance Goal 

Assessment
 CISA’s Cybersecurity Performance Goal (CPG)* is a set of practices 

organizations should implement to kickstart their cybersecurity efforts:
• 1. Identify
• 2. Protect
• 3. Detect
• 4. Respond
• 5. Recover

*CISA’s CPGs are not comprehensive. They do not identify all the cybersecurity practices needed to protect national and economic security and 
public health and safety. They capture a core set of cybersecurity practices with known risk-reduction value broadly applicable across sectors. 



CISA News and Advisories
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News & Events | CISA (https://www.cisa.gov/news-events)
Subscribe to Updates from CISA | CISA (https://www.cisa.gov/about/contact-us/subscribe-updates-cisa)

https://www.cisa.gov/news-events
https://www.cisa.gov/about/contact-us/subscribe-updates-cisa


CISA Protective 
Resources and Services



Protective 
Security
Advisors (PSA) 
Working with regional partners to 
reduce risks posed to our critical 
infrastructure, whether from 
man-made or natural causes.

Overarching Mission:

Work proactively and collaboratively with Federal, State, Local, 
Tribal, and Territorial (FSLTT) government mission partners and 
members of the private sector stakeholder community to protect 
and build resiliency of the nation's critical infrastructure.

Key Duties/Tasks:

 Work with partners to coordinate and support risk mitigation 
training/exercises.

 Identify, inspect, and assess key critical infrastructure through 
high level coordination with FSLTT executive level officials 
responsible for critical infrastructure protection.

 Leads the DHS effort to conduct complex 
surveys/assessments; analyze, and identify dependencies, 
gaps, interdependencies, and vulnerabilities.

 Coordinates and collaborates with high-level FSLTT 
executives in response to, and recovery from, natural or man-
made incidents (both physical and cyber).

 Support National Special Security Events (NSSE) and Special 
Event Assessment Rating (SEAR) events. 

 Develop multi-sector Regional Resilience Assessment 
Program (RRAP) projects 



Protective Security Advisors

• Protective Security Advisors (PSA) are field-deployed 
personnel who serve as critical infrastructure security 
specialists

• State, local, tribal, territorial (SLTT) and private sector 
link to DHS infrastructure protection resources
• Coordinate vulnerability assessments, training, and 

other DHS products and services
• Provide a vital link for information sharing in steady 

state and incident response
• Assist facility owners and operators with obtaining 

security clearances



Protective Security Advisors

• Protective Security Advisors (PSA) have five mission 
areas that directly support the protection of critical 
infrastructure:
• Plan, coordinate, and conduct security surveys and 

assessments
• Plan and conduct outreach activities 
• Support National Special Security Events (NSSEs) 

and Special Event Activity Rating (SEAR) events
• Respond to incidents 
• Coordinate and support improvised explosive 

device awareness and risk mitigation training 



Assist Visits

• Establish and enhance CISA’s relationship with critical infrastructure owners and 
operators; inform them of the importance of their facilities, and reinforce the need 
for continued vigilance 

• During an Assist Visit, PSAs focus on coordination, outreach, training, and 
education

• Assist Visits are often followed by security surveys using the Infrastructure 
Survey Tool (IST) or Security Assessment at First Entry (SAFE) or delivery of 
other CISA services



Security Assessments: 
Infrastructure Survey 

Tool• The Infrastructure Survey Tool (IST) is a web-based vulnerability survey tool that applies 
weighted scores to identify infrastructure vulnerabilities and trends across sectors

• Physical Security
• Security Force
• Security Management
• Emergency Management

• Information Sharing
• Protective Measures
• Dependencies
• Continuity Management



• Facility Information

• Contacts

• Facility Overview

• Information Sharing*

• Protective Measures Assessment*

• Criticality*

• Security Management Profile*

• Security Areas/Assets

• Physical Security*

– Building Envelope

– Vehicle Access Control

– Parking

– Site’s Security Force

– Intrusion Detection System (IDS)/Close Circuit 
Television (CCTV)

– Access Control

– Security Lighting

• Additional DHS Products and Services

• Criticality Appendix

• Images

• Security Force*

• Cyber Vulnerability

• Dependencies*

IST Data Categories

* Comparative analysis provided



Security Assessments: 
Infrastructure Survey 

Tool• Generates the Protective Measures 
Index and Resilience Measurement 
Index

• The tool allows CISA and facility owners 
and operators to:
• Identify security gaps
• Compare a facility’s security in relation to 

similar facilities
• Track progress toward improving critical 

infrastructure security



Security 
Assessments: 

Security At First Entry

• The Security Assessment at First Entry (SAFE) tool is designed to assess the current 
security posture and identify options for facility owners and operators to mitigate relevant 
threats.

• SAFE may be better suited for facilities such as rural county fairgrounds, houses of worship 
with only weekend services and few members, and small health clinics.



Infrastructure 
Visualization Platform

• Infrastructure Visualization Platform 
(IVP) is a data collection and 
presentation medium
• Supports critical infrastructure 

security, special event planning, 
and response operations

• Integrates assessment data with 
immersive video and geospatial 
and hypermedia data
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For more information:
www.cisa.gov

CISA REGION 6 | Arkansas

H. Gayle Combs
Cybersecurity Advisor (CSA)

EMAIL: helen.combs@cisa.gov
CELL: (479) 866-2691

Glenn Moore
Supervisory Protective Security Advisor

EMAIL: glenn.moore@cisa.gov 
CELL: (405) 596-4348

mailto:helen.combs@cisa.dhs.gov
mailto:glenn.moore@cisa.gov
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